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(57) ABSTRACT 

A method and system is provided for automatically retriev- 
ing cellular telephone data for analysis of call data associ- 
ated with cellular telephone calls. Such method and system 
ensure reliable retrieval and reporting of information from 
cellular telephone switches for use in analyzing cellular 
telephone technology and data deployed in various regions 
of the country serviced by a service provider. Such system 
and method automatically download cellular telephone data 
from cellular switches of a telephone network at predeter- 
mined time periods. The cellular telephone data pertains to 
cellular calls routed through the switches. Certain elements 
of the cellular telephone data is chosen for storage in a 
central database and is reformatted for placement in tables in 
t he central database . The tables have a format that enables 
the-.. cellular telephone data to be selectively chosen for 
inclusion in various documents that summarize the cellular 
telephone data that is downloaded. 

16 Claims, 8 Drawing Sheets 



Central Cellular 
Information 
Database 



External Cellular 
Info Database 



Processing 
Program* 



Service Control Point 







Cellular Switch 
Download 
Database 



Processing 
Programs/ 
Concepts 



f Cellular Switch J 

S 




Cellular Switch 



10/28/2004, EAST Version: 1.4.1 



U.S. Patent 



Jul. 10, 2001 



Sheet 1 of 8 



US 6,259,907 Bl 




10/28/2004, EAST Version: 1.4.1 



U.S. Patent Jul. 10, 2001 Sheet 2 of 8 



US 6,259,907 Bl 



3qT 



12a 



16c 



260" 

i 



CPU 



« ► 



250. 



Central Cellular 
Information 
Database 



220- 



■4 — ► 







< ► 



External Cellular 
Info Database 



262 



270 



4 — n 



Processing 
Programs 



Service Control Point 



210. 



^ 



CPU 



230^ t^218 



Cellular Switch 
Download 
Database 



240 



Processing 
Programs/ 
Concepts 



• ' . 1 



206 




208 



.204 



204 




16d 



•26a 



FIG. 2 



10/28/2004, EAST Version: 1.4.1 



U.S. Patent Jul. 10, 2001 Sheet 3 of 8 US 6,259,907 Bl 




Archive 
Tables 



Cellular 
Data 
Tables 



33o" 




350 




FIG. 3 



10/28/2004, EAST Version: 1.4.1 



U.S. Patent 



Jul. 10, 2001 



Sheet 4 of 8 



US 6,259,907 Bl 



404. 



Store Cellular Call Data at 
Cellular Switch 



40 



Collect Certain Cellular 
Technology Data at 2 nd 
Sources 



41 \ 



Automatically Download 
Cellular Data from Cellular 
Switch to Data 
Warehousing Site 



41 



Initiate Search for Selected 

Files from Data 
Warehousing Site and 2 nd 
Sources 



42 



Download Data from 
Located Selected Files to 
Temporary Tables in 
Central Database 



Analyze Data for Proper 
Format 



x 



424 



Compare Certain Types of 
Raw Data Against Previous 
Data 



x 



426 



Record Variations in the 
Certain Raw Data in 
Change Table 



428 



Download Raw Data to 
Current Table and to an 
Archive Table 



432 



FIG. 4 



10/28/2004, EAST Version: 1.4.1 



U.S. Patent 



Jul. 10, 2001 Sheet 5 of 8 US 6,259,907 Bl 



506 



( Main Menu) 




5 1 0 **\- Are a information 



0 0 0 0 



Florida/ 

Gutf Coast Mid South 



Midwest Ohio 



0 0 0 0 

Pacific South East Virginia PCS Markets 



f Texat/ 
Sou Ha an 
Button 



512 





r 


Op«n» Regional 

Technology 
Selection Form 
for Ttxat 







^514 




Y Dis !! a D y V-532 



_w/ Display 
7 All Data 



532 



2^^542 



544 




'^5^546 



562 

y^^ 552 \ Di ga^- 

564 

y ^^554^'^^- 




560 '^^\sSin?Form« > 



566 



L -^aK^556\M^-J 



Display 
Search 

by 

Sid 



View An 
Data 



FIG. 5a 



10/28/2004, EAST version: 1.4.1 



U.S. Patent Jul. 10, 2001 Sheet 6 of 8 US 6,259,907 Bl 



Receive User Selected ^ ^ 72 
Parameters and Areas ^ 
Desired for Search 



— J 

^ Locate a < 
Correspoi 
Parameters E 


' =n 

Duery that 
ids to the 
Entered by the 
•>er 




r 



Execute Query Against the 
Parameters the User has 
Given 



; 576 



580 



Display the Results of the N p 
Query to the User 



582 



FIG. 5b 



10/28/2004, EAST Version: 1.4.1 



U.S. Patent Jul. 10, 2001 Sheet 7 of 8 



US 6,259,907 Bl 



GTE Npa/Nxx Search 



Open Charm 
Saarth Form 



/ UMrsnters / 

jfcpa/Nxxward/ _ 
/ parameter 



604 



608 



1 


r 


FiKv Npa/Nxx 
tabla* 


1 


r 



Oitplay 



612 




Charm Search Engine 



620^ 



624 



CCtowCharmN 
Saarch Formy* 




626^T\- 



\ Display \*>- 

628-t ^ X \ 



630-A cSL Y" 



622 



FIG. 6 



10/28/2004, EAST Version: 1.4.1 



U.S. Patent Jul. 10,2001 Sheet 8 of 8 US 6,259,907 Bl 




10/28/2004, EAST Version: 1.4.1 



US 6,2. 

1 

SYSTEM AND METHOD OF RETRIEVING 
AND FORMATTING DATA FROM 
CELLULAR TELEPHONE SWITCHES 

TECHNICAL FIELD 

The present invention relates to a method and system for 
managing data related to cellular telephone operations, and 
more particularly, relates to a method and system for the 
retrieval and processing of data from a cellular telephone 
switch. 

BACKGROUND OF THE INVENTION 

Cellular telephone use is rapidly expanding throughout 
the world and particularly in the United States. Many 
telephone companies offer cellular telephone services in 
various regions of the country and, unfortunately, this type 
of communication is subject to fraud and theft by unautho- 
rized users. During cellular telephone operation, cellular 
telephones transmit a mobile identification number (MIN) 
identifying the cellular network to which the cellular tele- 
phone belongs and an electronic serial number (ESN) iden- 
tifying the particular cellular telephone being used. The 
identification numbers are often intercepted by unauthorized 
individuals who use the identification information associ- 
ated with the cellular telephones to clone the telephones. 

In order to combat cellular telephone fraud, cellular 
telephone service providers employ various methods and 
technologies to authenticate, fingerprint, or otherwise pro- 
tect the services offered by the companies from unauthorized 
use. The methods employed by the service providers vary, 
particularly for different regions of the country. The provid- 
ers find it difficult to manage the various types of technolo- 
gies deployed and the information associated with the tech- 
nologies for each of the regions serviced and for the large 
number of customers serviced. The information that plays a 
significant role in making management decisions with 
respect to the technology or servicing customer service calls 
is contained in the cellular switches of the various regions 
where cellular service is provided. For example, when a 
cellular telephone call is initiated through a cellular tele- 
phone switch, data packets containing information regarding 
the authentication, electronic fingerprinting or other security 
measures are collected at the switches through which the 
cellular telephone calls are processed. While this informa- 
tion is valuable to service providers in making deployment 
decisions about certain technologies or servicing customers, 
obtaining accurate, current information from the switches is 
often difficult. 

Information regarding the various technologies deployed 
for cellular telephone service and tracking information 
regarding particular telephone calls are gathered and calcu- 
lated manually from cellular switches by individuals respon- 
sible for the collection of information for particular service 
regions. Information retrieved by these individuals is typi- 
cally imparted to customer service representatives or those 
responsible for generating reports by using rudimentary 
techniques, such as e-mail or memorandums. 

These rudimentary techniques of tracking information 
that is pertinent to the overall management of cellular 
operations that expand over various regions of a country 
have numerous disadvantages. One disadvantage is the 
reliability of the information. Particularly, a summation of 
the information for a particular service provider is dependent 
upon multiple contacts who need to update the information 
regularly. With multiple contacts responsible for updating 
the information, obtaining consistent and timely reports is 
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often difficult. Furthermore, if the individual responsible for 
obtaining the data from the cellular switches and creating the 
reports is not available, the integrity or timeliness of the 
information processed by another may be substandard. The 

5 collection of the information and organization of the infor- 
mation by the individuals is a difficult, time consuming and 
tedious task. Additionally, the collected information must be 
distributed to the proper departments or individuals respon- 
sible for analyzing or viewing the information. Thus, con- 

10 solidating reports from various sources for analysis by 
different individuals or departments of a telephone company 
can be difficult. Due to the time consuming process of 
gathering the information and interpreting the switch 
information, current consistent information regarding the 

15 cellular service is often not readily available to departments 
or individuals of the company who need information to 
resolve troubleshooting or specific technology issues. 

Thus, there is a need for a method or system for ensuring 
accurate and reliable retrieval and reporting of information 

20 from cellular telephone switches for use in analyzing cellu- 
lar telephone technology and data deployed in various 
regions of the country serviced by a service provider. 

SUMMARY OF THE INVENTION 

Generally described, the present invention provides a 
method and system for automatically retrieving cellula r 
telephone data for analysis of call data associated wittT 
cellular telephone calls. Such methods and systems ensure 
3Q reliable retrieval and reporting of information from cellular 
telephone switches for use in analyzing cellular telephone 
technology and data deployed in various regions of the 
country. 

A system and method consistent with the invention auto- 

35 matically downloads cellular telephone data from cellular 
switches of a telephone network at predetermined time 
periods. The cellular telephone data pertains to cellular calls 
routed through the switches. Certain elements of the cellular 
telephone data are chosen for storage in a central database 

40 and are reformatted for placement in tables in the central 
database. The tables have a format that enables the cellular 
telephone data to be selectively chosen for inclusion in 
various documents that summarize the cellular telephone 
data that is downloaded. 

45 The cellular telephone data may be automatically down- 
loaded to a temporary data storage facility and the temporary 
data storage facility may be searched for files that contain 
information that is to be stored in the central database. The 
information may be retrieved from the temporary data 

50 storage facility and may be analyzed to determine whether 
the information stored in the temporary storage facility is 
formatted properly. The properly formatted information is 
stored in cellular information tables in the central database. 
If the properly formatted information represents changes to 

55 data that was previously stored in the cellular information 
tables, this changed information is stored in changed infor- 
mation tables. The information contained in the cellular 
information tables may be displayed in response to a request 
initiated by a user. The user request is compared to queries 

60 stored in query tables stored in the central database and a 
query that corresponds to the request is selected. The tables 
are searched using the corresponding query and the tables 
corresponding to the located query are displayed. 

In another implementation consistent with the present 

65 invention, a system for collecting cellular telephone data 
from cellular telephone switches for access by users includes 
a first database system operative to execute instructions to 
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periodically retrieve cellular telephone data stored in a first and 266 are representative of the vast number of cellular 

format as transmitted through cellular telephone switches switches, cellular telephones, and other devices associated 

associated with a cellular telephone network. The first with the telephone networks 12. 

database system is operative to store the retrieved cellular xhe wireless communication signals 28 contain data 

telephone data to files. A second database system is opera- 5 packets of information that identify the cellular telephone 

tive to initiate a search of stored files to retrieve selected files that is communicating with the cellular switches 16. The 

and is operative to store retrieved selected files in a second d ata packets, transmitted as part of the wireless communi- 

format that is customized for display of reports that sum- ca tion signals' 28, contain information that identify the 

marize the cellular telephone data. cellular telephone, cellular encoding or encryption 

■ 10 information, and other information that is utilized by the 

BRIEF DESCRIPTION OF THE DRAWINGS ceUular telephone service pfovider t0 hdp detect fraud £ the 

FIG. 1 is a telephone system in which systems and operation of the cellular telephones 26. The cellular switches 

methods consistent with the present invention may be 16a and 16b store or collect information transmitted from 

employed • me cellular telephones 26a and 266 during each call initiated 

FIG. 2 is a more detail diagram of a particular telephone 15 t0 or from ceU u ular ^phones 26a and 266. The information 

network of the system of FIG. 1 in which systems and co ]]°? ed " * e cellular swi,che * " » verv ^ to J ,he 

methods consistent with the present invention may be cellul ^ r telephone servtce provider for detectmg fraud or 

, , , unauthorized use of a cellular telephone 26, and for making 

F * ' . management decisions regarding the deployment of cellular 

FIG. 3 is a diagram of a central database consistent with 2 o technologies 

an implementation of the present invention; „ „. . . . , 

e 1t By utilizing a system consistent with the present 

FIG. 4 is a flow diagram of processes used n i collecting mventioil) a telephone service provider may more easily 

information for storage in the central database of FIG. 3; and retfieve ^ analyze mformation related t0 cellular tele . 

FIGS. 5a, 5b, 6 and 7 are flow diagrams of processes used phone data collected at cellular switches and collected from 

in retrieving information from the central database of FIG. 25 other sources. Asystem consistent with the present invention 

3 for display. enables an efficient system for retrieving information from 

cellular switches, centralizing the information at a service 
center and formatting the information for efficient querying 
and analysis by the various individuals of a company who 

Reference will now be made in detail to one or more 30 may desire to view the information. The information is 

embodiments of the present invention as illustrated in the processed and maintained for analysis at a fraud/update 

accompanying drawings, The same reference numbers may service management system (SMS) 30. 

be used throughout the drawings and the following descrip- The SMS 30 includes a database that unifies and consoli- 

tion to refer to the same or like parts. 35 dates cellular fraud data and related technologies utilized by 

A. Overview a cellular telephone service provider. An interface is asso- 

A system or method consistent with the present invention ciated with the database to convey information and vital 

is useful in retrieving cellular telephone data, such as data statistics to groups or departments of a telephone company 

used for analyzing, preventing, and detecting fraud or unau- tnat need t0 utilize the information. The information of the 

thorized use associated with cellular telephone calls. Such 4 o database 15 stored in tables thal are used to dis P la y the 

systems or methods automatically download cellular tele- information to a user directly from the tables. Report docu- 

phone data from cellular telephone switches at predeter- meats or structures are defined to assist in consolidating 

mined time periods, where the cellular telephone data per- information from the various tables or queries for display in 

tains to calls routed through the switches. Certain elements a consolidated, concise, easy to read format, 

of the cellular telephone data may be selectively chosen for 45 B. Architecture of System 

storage in a central database and the cellular telephone data FIG. 2 shows a switching system of one local telephone 

may be reformatted for placement in selected tables in a network 12a consistent with an implementation of the 

central database. The tables may have a format that enables present invention. The description associated with FIG. 2 

cellular telephone data to be retrieved therefrom in a manner provides a more detailed discussion of the components of 

that enables the data to be presented in an easily understood 50 the telephone system 10 and the processes implemented at a 

format for individuals not having training in analyzing the local telephone network central office. As those skilled in the 

underlying raw data retrieved from the switches. art will understand, a telephone 26a of a calling party 

FIG. 1 shows a cellular telephone system in which sys- communicates with a cellular service switching point 

terns and methods consistent with the present invention may (CSSP) 16c at a central office. The service switching points 

be employed. As shown, system 10 includes telephone 55 are connected by Signaling System 7 (SS7) data links 204 to 

company networks 12 for various geographic regions. The a service control point 206. Asignal transfer point (STP) 208 

telephone company networks 12 are coupled to cellular sites may be provided between the service switching points 16c 

or cellular switches 16a and 16b. The cellular switches 16 and 16d and service control point (SCP) 206 along the SS7 

are coupled to cellular antennas 20a and 206, respectively, data links 204. The STP 208 routes call processing queries 

for the communication of wireless signals 28 to and from 60 between the CSSP 16c and 16a* and the service control point 

cellular telephones 26a and 266 operated by users or cus- 206. In setting up a call from the telephone 26a to a 

tomers of a telephone company associated with the tele- destination location, the CSSP 16c communicates with the 

phone networks 12. Wireless communication signals 28 service switching point, such as CSSP 16d, associated with 

received at the antennas 20 from the cellular telephones are the destination location via digital data communication 

converted to land line based signals for communication via 65 channel 204. When the call is routed, a communication path 

the telephone networks 12. It should be appreciated that the is set up between the telephone 26a and destination location, 

cellular switches 16a and 166 and cellular telephones 26a Of course, it will be understood by those skilled in the art 
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that other network devices may be involved in the commu- 
nication of the call set up. 

The communications between the cellular telephones 26 
and the cellular service switching points and the communi- 
' cations between network components employ data packet 
communication. The data packets have signal information 
fields that includes user specific data and other calling 
processing information. The data packets communicated 
between the cellular telephones 26 and the CSSPs include 
routing information, customer identification information, 
and fraud prevention/detection information, such as authen- 
tication and RF fingerprinting information, as known to 
those skilled in the art. This information contained in the 
data packets is interpreted and recorded at the CSSPs for 
each call communicated through the CSSPs. The data pack- 
ets communicated between network components include 
routing labels, certain control and sequence numbers, the 
uses and designations of which are known to those skilled in 
the art familiar with SS7 protocol that is employed in the 
telephone networks 12. 

Some of the processes and the basis for many of the 
features of the network reside in the local service control 
point 206, which is associated with CSSPs, and a service 
management system 30 that houses a central database con- 
sistent with the present invention. As is known to those 
skilled in the art, service control points and service man- 
agement systems associated with telephone networks 
include powerful computer systems. In order to keep the 
processing of data and calls as simple and generic as 
possible at switches, such as a cellular service switching 
point, a relatively small set of triggers are defined at the 
CSSP at particular points in call processing. A trigger at a 
cellular service switching point is an event encountered at 
some point in call processing that causes the cellular service 
switching point to suspend call processing and to generate a 
data packet to be sent to the service control point 206 to 
determine a customized feature to be provided. 

Computer programs used to implement methods consis- 
tent with the present invention are located in memory units 
210 and 212 and the processes of the present invention are 
carried out through the use of central processing units 
(CPUs) 220 and 260 in conjunction with application pro- 
grams and modules of the SCP 206 and SMS 30, respec- 
tively. Those skilled in the art will appreciate that the 
memory units are representative of read-only memory, ran- 
dom access memory, and other memory elements used in a 
computer system. The memory units 210 and 212 of the SCP 
206 and SMS 30 contain databases, tables, and files that are 
used to carry out the 

rocesses associated with the present invention. CPUs, 220 
and 260, in combination with computer software and an 
operating system, control the operations of the computer 
systems. The memory units, CPUs, and other components of 
the computer system communicate via buses 218 and 258 of 
the SCP and SMS, respectively. Data or signals resulting 
from the processes consistent with the present invention are 
output from the computer system via input/output interfaces. 

The SCP 206 includes a processor 220, processing 
programs/scripts 230, and a cellular switch download data- 
base 240. The processing programs/scripts are executed and 
cause data from the cellular switches 16 to be periodically 
downloaded to the cellular switch download database 240. 
The scripts may execute file transfer protocol clients. The 
scripts tell the database the specific time at which to execute 
the download functions, what data to extract from various 
locations within the cellular switches, and where to place 
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that data within the cellular switch download database. The 
scripts initiate a file transfer protocol (FTP) within the 
database and direct the databases retrieval operations to the 
specified data. For example, the SCP 206 can be pro- 

5 grammed to cause the cellular information to be downloaded 
at a certain time on a specified day of the week. The raw 
cellular information downloaded to the cellular switch 
download database 240 may be retrieved and stored in the 
central cellular information database 250 of the SMS 30. 

10 The raw cellular information is generally referred to herein 
as the form of cellular data as stored at the switches when 
information is initially collected from cellular call s. A form 
of rawcellular data is NNflR as known to those skilled jp the. 
art. The NNBR contains data that refers to fraud technolo- 

15 gies that are active in the cellular switch. The central cellular 
information database 250 stores cellular telephone informa- 
tion in tables in a standardized format (e.g. tables having the 
same number of columns and having the same type delim- 
iters separating fields/columns), regardless of the switch, 

20 geographic region associated with the switch or form of the 
data stored at the switch. The tables may be accessed by a 
user to obtain knowledge regarding the cellular fraud tech- 
nologies processed at the cellular switches. 
The SMS 30 may receive information regarding cellular 

25 fraud technology from an external source, such as by e-mail 
or other file transfer systems. This information is stored in an 
external cellular information database 262. The information 
stored in the external cellular information database 262 is 
accessed and stored in the central cellular information 

30 database 250 during updates of the central cellular informa- 
tion database. The SMS 30 has processing programs 270 that 
include scripting programs and an emulator to automate the 
retrieval of information from the cellular switch download 
database 240 and the external cellular information database 

35 262. The central cellular information database uses 
scripting, such as visual basic, to retrieve data from the 
cellular switch download database 240. The function of 
these scripts is to activate an emulator program, search and 
check for valid data formats, as defined for the system, and 

40 log any errors encountered, direct the File Transfer Protocol 
within the emulator to download data, and then close the 
emulator application. The emulator is a program that allows 
Microsoft Windows based computers to interface with other 
various operating systems, where the cellular switch data- 

45 base resides. These programs 270 also perform filtering and 
analysis operations on data of the central cellular informa- 
tion database 250, as discussed herein. 

It should be appreciated by those skilled in the art that, 
although only one service control point 206 is illustrated in 

50 FIG. 2 and only two cellular switches are illustrated, mul- 
tiple networks including service control points 206 and 
cellular switches 16 in therefor various geographic areas 
may utilize the same processes and programs associated 
with the elements illustrated in FIG. 2. The information 

55 obtained from cellular switches and external cellular infor- 
mation databases from various telephone networks associ- 
ated with different geographic regions are all stored in a 
central cellular information database 250 for the telephone 
company to aid in customer service and administration of 

60 the telephone services provided by the telephone company. 
The central cellular database 250 is illustrated in more 
detail in FIG. 3. The central cellular database 250 utilizes 
various tables for storing information associated with the 
fraud technologies employed by the various regions serviced 

65 by the different divisions of the telephone company. The 
central cellular information database 250 includes tempo- 
rary tables 320 which initially receive information from the 
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cellular switch download database 240 for initial processing. 
After the information is loaded in tne temporary tables 
the format of the file/data is checked to determine whether 
the* data is in the format defined for the system. For example, 
the file may be checked to determine if the file is a text file 
or a Microsoft Excel file, whether the file contains the 
appropriate delimiters, or whether a file contains data. After 
the information is validated for formatting and filtered to 
store information to be accessed by users, the information is 

<^ r eH in ™»11ii1ar_Hflla taf^s. fl^O 

The information from the temporary tables 320 replaces 
the information in the cellular data tables 330 each time the 
data is downloaded. Archive tables 340 contain a duplicate 
copy of the information downloaded from the temporary 
tables 320 to the cellular data tables 330 at each periodic 
download. The archive table information is maintained for a 
predetermined period, e.g., three months, after which the 
information is deleted. A change table 350 records the 
changes to data that have occurred since the previous 
download of information from the cellular switches 16. The 
central cellular information database 250 should be adapt- 
able so that changing technologies or information can be 
updated for this database in an efficient manner. The system 
or method consistent with the present invention enables 
changes to be incorporated into the database by placing all 
queries in query tables 360. Thus, as queries need to be 
modified to accommodate changes in data, simple changes 
or additional queries can be built into the query tables 360. 

Additionally, subject area forms 370 are created and 
stored in the database that organize the data of the tables for 
display in an easily readable format. The forms define fields 
and codes to structure the data from the tables in a user or 
administrator defined format. These forms provide the user 
with an interface that provides specific search criteria. These 
forms also display the results of these searches in an easy to 
read format. Report forms 380 are also defined in the 
database and these report forms have fields or codes defined 
to consolidate the subject area forms so as to produce reports 
covering various subject areas. Searches for the specified 
data occurs via the form. The searched data is displayed on 
the form. The user will press a button that will tell the 
database to print a report based on the data in a predeter- 
mined format. This format can be either in hard copy or soft 
copy. 

C Architectural Operation 

FIG. 4 includes the processes consistent with the present 
invention for downloading information from cellular 
switches and providing the information to a centralized 
storage facility for viewing and analysis by customer service 
representatives and other telephone company administra- 
tors. When a call is placed from a cellular telephone to a 
destination location, information associated with the com- 
munication signals or data packets transmitted from the 
cellular telephone are received at a cellular switch and is 
collected in an initial technical format at the cellular switch 
for later retrieval (step 404). The information collected at the 
cellular switch is, for example, authentication information 
and RF fingerprint information as known to those skilled in 
the art. Other data pertaining to cellular fraud or cellular 
telephone data to be utilized or stored in the central database 
may be collected from other sources, such as individual 
contacts who transfer files to an entity that is responsible for 
including the external information regarding cellular tele- 
phones. Such data may be received from outside sources 
(step 408), such as cellular companies and third party 
vendors. The data may be formatted and distributed via 
e-mail and may be in spreadsheet format. The external files 
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may include data, such as cellular telephone numbers 
ranges, cellular carriers, and specific fraud technologies. 

At certain predetermined times, such as on a specific day 
of the week at a certain time, scripts may be initiated from 
the SCP206 to the cellular switches which cause the cellular 
switch to download the cellular fraud information to a data 
warehousing site, such as the cellular switch download 
database 240 (FIG. 2) at the SCP 206 (step 412). The central 
cellular information database 250 initiates a search for 
selected files from the data warehousing site at the SCP 206 
and from the external database source, such as the external 
cellular information database 262, containing files, such as 
from cellular companies and third party vendors (step 416). 
The data downloaded to the central cellular information 
database 250 is stored in temporary tables in the central 
cellular information database (step 420). If there is an error 
in retrieving the files from either of the data sources, the 
error is recorded and the database administrator is notified. 
Such notification can occur via e-mail. Data retrieved and 
stored in the temporary tables is analyzed for proper format 
(step 424). The analysis for format includes verifying the 
number of fields, data types, and other parameters associated 
with the cellular data. If the data is not properly formatted, 
the central cellular information database 250 records an 
error and a database administrator is notified. Certain types 
of raw data from the temporary tables, such as (NNBR data) 
is analyzed to determine if the NNBR data has changed from 
the previously stored data related to the cellular telephone 
calls from that region. Variances in the data from the 
previous update are recorded in a change table 330 (FIG. 3) 
(step 428). The properly formatted data is downloaded to the 
current cellular data tables 330a and to archive data tables 
340 (step 432). With the data stored in the current cellular 
data tables 330, the older data of the current tables is 
overwritten with the newly downloaded information. The 
. information stored in the archive tables are maintained for a 
specific period of time, such as for three months. After the 
passage of the specified time, the data that has been stored 
in the archive tables for the specified time is deleted from the 
database. 

As noted above, one of the advantageous features of the 
present invention is that information from cellular telephone 
switches is automatically downloaded and automatically 
formatted for storage in a central location from various 
telephone networks of different geographic regions. FIG. 5 
shows a flow diagram of the options available to a user for 
searching or utilizing the data stored in the centralized 
database. The user is generally presented with three options, 
an option for selecting area information, tools, or reports. 
The user may select (step 504) either the reports option (step 
506), the tools option (step 508), or select from area infor- 
mation options (step 510). If the user selects an area infor- 
mation option (step 510), such as a Texas southeast region 
(step 512), a regional technology selection for "Texas" is 
opened (step 514). It should be appreciated that under the 
other regions illustrated data from those regions may be 
accessed from the central cellular information database 250 
and displayed as discussed in connection with the "Texas" 
region. The user may choose a technology to query (step 
520), such as authentication, RF fingerprint, fraud force, and 
SPINA/SPINI (Subscriber Pin Intercept/Subscriber Pin 
Access). After the user selects a particular option, the user is 
presented with a choice of selecting a particular format for 
viewing the information contained in the tables for the 
technology option selected (steps 530, 540, 550, and 560). It 
should also be appreciated that different subsets of options 
discussed in connection with the "Texas region" may be 
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presented when the other regions are selected. Under each 
option, authentication, RF fingerprint, fraud force, or 
SPINA/SPINI, the user may select search by carrier for each 
of these options (steps 532, 542, 552, and 562, respectively). 
The user may also select under these options to display 
information by system identification (SID) (step 534, 544, 
554, or 562) or may select "view all" data (step 536, 546, 
556, or 566) under the respective option selected. 

The information selected under the area information (step 
510) is primarily used by customer contact departments and 
users. All information is relayed to the user in the same 
format regardless of the region selected by the user. The 
authentication information indicates who is authenticating 
cellular signals with respect to the specified market or region 
and fraud force information identifies the queries for which 
fraud force is deployed. The RF fingerprinting information 
indicates which carriers are sharing the RF fingerprinting for 
the specified market and the SPINA information indicates 
which carriers deploy SPINA, and SPINI for the specified 
market. After selecting these options (step 530, 540, 550, or 
560), the user has three choices to sort information: (i) 
search by carrier, in which the user can search for a specific 
carrier that has deployed a particular technology; (ii) search 
by SID, where the user can search for a specific SID that a 
technology has been deployed in; or (iii) view all data, in 
which the user can choose to view all the data that is related 
to the geographic area. 

Referring to FIG. 56, the processes implemented when the 
query option is selected is discussed. When a user selects the 
query option 520, the user is asked to" enter parameters that 
the user desires for |hr *y**ry These parameters are com- 
pared against queries stored in the query tables to locate a 
query that corresponds to the parameters entered by the user 
(step 576). The query located that corresponds to the param- 
eters is executed (step 580) and the results of the query are 
displayed to the user (step 582). 

Referring to FIG. 6, the processes consistent with the 
present invention that may be executed when the tools 
option (step 508) is selected is illustrated. The tools option 
(step 508) enables users to identify resources to aid the user 
in locating specific cellular information, such as CHARM 
and NPA/NXX. CHARM is an industry wide report that 
provides information regarding the specific telephone pre- 
fixes (NPA/NXX) and line ranges, system ID, and city that 
belong to each wireless carrier. The tools options are pri- 
marily used by customer contact departments and users. The 
tools menu aids customer contact users in determining 
specific information regarding their customer database. The 
choices presented are a CHARM search engine or NPA/ 
NXX search engine (step 602). If the NPA/NXX search 
option is selected, a CHARM search form is opened (step 
604) and the user may enter an NPA/NXX search parameter 
(step 608). The NPA/NXX tables are filtered (step 610) and 
the filtered data is displayed through SID lookup forms (step 
612). Instead of displaying all the data located on the table, 
the user enters a parameter that filters this data to present 
only selected data. The NPA/NXX search engine helps the 
users identify and expand on specific information about 
cellular telephone ranges within the telephone company's 
customer base. The user is requested to input an NPA/NXX 
(e.g., 813-610). The results of the search will display 
information about the NPA/NXX such as the market it is 
assigned to, the line number range for the NPA/NXX and the 
cellular computer switch that the NPA/NXX resides in. 

If the user selects the CHARM engine option, a CHARM 
search form is opened (step 620). The user may enter a 
CHARM search parameter (step 622) and the CHARM 
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search form is closed if the parameter does not exist in the 
database (step 622). The results of a CHARM search may be 
displayed by SID (step 626), by city (step 628), or by carrier 
(step 630). The CHARM search engine provides more 

5 specific information about cellular providers. Users can 
input a known variable and the results wo uld b e information 
relating to that variable. Input criteria is fSTH? carrier name 
or city. The output is carrier-specific information, such as 
SID, carrier name, carrier serving city or market, state, band, 

lQ and contact information. 

Referring to FIG. 7, the reports available to a user when 
the user selects the reports options are illustrated. The user 
may choose from three options (step 702) for reports, 
namely an authentication report option 704, a regional report 
option 706, and a global report option 708. The global report 

15 option contains company-wide fraud technology deploy- 
ments and groups all geographic regions into reports asso- 
ciated with the technology area. The global option (step 708) 
enables users to get a view of the entire cellular technology 
deployments of the telephone service provider/company. 

20 The regional reports option contains market specific data 
related to the particular region. Users may select the region 
for which the user has interest and may select a particular 
technology within that region. The result of the reports 
contains information for the particular region/technology in 

25 an easy to read format. The authentication report displays 
authentication statistics for a region, such as the telephone 
company penetration rates and percentage levels of custom- 
ers that are using authentication technologies. Although only 
the steps associated with the global report option are 

30 illustrated, it should be appreciated that like or similar steps 
pertinent to authentication and regional reports are provided. 

When the global reports option is selected (step 702), a 
global reports form (step 708) is opened. The user may then 
select the technology type (step 710) and the technology 

35 type, such as authentication, fraud force, RF fingerprinting, 
or SPINI/SPINA may be chosen. When an option, such as 
the authentication option, fraud force option, RF fingerprint- 
ing option, or SPINI/SPINA option is chosen (steps 712, 
720, 730, or 740, respectively), the user may select to view 

40 a specific carrier for each of the options and the appropriate 
form and filtered data will be displayed for authentication, 
fraud force, RF fingerprinting, or SPINI/SPINA (steps 716, 
724, 734, or 746, respectively). The user may also select 
under the authentication, fraud force, RF fingerprinting, 

45 SPINI/SPINA options whether all markets for the informa- 
tion is to be viewed and filtered (steps 714, 722, 732, or 742, 
respectively). The reports options are typically used by 
management and other personnel to relay vital statistical 
information in a variety of ways regarding fraud technology 

50 deployments. The format of this information should be an 
easy-to-understand format. The information from these 
reports may be pulled and sorted from multiple market areas. 

Thus, by use of a system consistent with the present 
invention, higher level users, such as managers and admin- 

55 istrators may access cellular information derived from cel- 
lular switches that may not otherwise be easy to obtain. 
Thus, the reports and tools that are available to them provide 
an improved capacity to analyze and assist with the deploy- 
ment of new and standard fraud technologies for cellular 

60 systems. A system consistent with the present invention 
simplifies and accelerates the process of collecting and 
maintaining data regarding cellular technologies and allow- 
ing for accurate and efficient updating of sensitive or impor- 
tant cellular information. Additionally, the centralized data- 

65 base contains integrity checks and has a standard form and 
procedure for retrieving information from the various 
regions which results from a central and reliable database. 
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It will be understood by those skilled in the art that 
various changes and modifications may be made, and 
equivalents may be substituted for elements thereof without 
departing from the true scope of the invention. Modifica- 
tions may be made to adapt a particular element, technique, 5 
or implementation to the teachings of the present invention 
without departing from the spirit of the invention. Moreover, 
although the described implementation includes software, 
the invention may be implemented as a combination of 
hardware and software or in hardware alone. Additionally, 10 
although aspects of the present invention are described as 
being stored in memory, one skilled in the art will appreciate 
that these aspects can also be stored on other types of 
computer-readable media, such as secondary storage 
devices, like hard disks, floppy disks, or CD-ROM; a carrier is 
wave from the Internet; or other forms of memory. 
Therefore, it is intended that this invention not be limited to 
the particular embodiment and method disclosed herein, but 
that the invention includes all embodiments falling within 
the scope of the appended claims. 20 

What is claimed is: 

1. A method for consolidating cellular telephone data 
from telephone networks deployed in different geographic 
regions, said cellular telephone data being associated with 
cellular telephone calls, said method comprising the steps 25 
of: 

automatically downloading, at service control points for 
said telephone networks, said cellular telephone data at 
predetermined time periods, said cellular telephone 
data being collected at a plurality of cellular switches in 30 
communication with said service control points, said 
cellular telephone data pertaining to cellular calls 
routed through said cellular switches, and said tele- 
phone networks having different types of said cellular 
telephone data based on different types of cellular 35 
technology deployed in said different geographic 
regions; 

selectively choosing said cellular telephone data for stor- 
age in a central database of a service management 
system for said telephone networks, said service man- 40 
agement system being in communication with each of 
said service control points; and 

reformatting said cellular telephone data for placement in 
tables in said central database so that said cellular 
telephone data from said each of said telephone net- 
works is consolidated in said central database, said 
tables having a format that enables said cellular tele- 
phone data to be selectively chosen for inclusion in 
various documents that summarize said cellular tele- 
phone data that is downloaded. 50 

2. The method of claim 1 wherein said step of automati- 
cally downloading comprises: 

automatically downloading said cellular telephone data to 
a temporary data storage facility; and 55 

searching said temporary data storage facility for files that 
contain information that is to be stored in said central 
database. 

3. The method of claim 2 further comprising the steps of: 
retrieving said information from said temporary data 60 

storage facility; 
storing said information in a temporary location; and 
determining whether said information stored in said tem- 
porary storage facility is formatted properly. 

4. The method of claim 3 further comprising the step of 65 
storing information that is determined to be formatted prop- 
erly to cellular information tables in said central database. 
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5. The method of claim 4 further comprising the steps of: 
determining if said information that is determined to be 

formatted properly represents changes to data that was 
previously stored in said cellular information tables; 
and 

storing changed information in changed information 
tables. 

6. The method of claim 5 further comprising the step of 
storing said properly formatted information in archive 
tables. 

7. The method of claim 4 comprising displaying said 
information contained in said cellular information tables to 
a display in response to a request initiated by a user. 

8. The method of claim 7 comprising the steps of: 
comparing said request to queries stored in query tables 

stored in said central database; 
selecting a query that corresponds to said request; 
searching said tables with said query; and 
displaying said information contained in said properly 

formatted tables that correspond to said query. 

9. A computer readable medium having instructions, 
which when executed by a computer system, perform the 
steps of: 

periodically retrieving raw cellular telephone call infor- 
mation collected at each of a plurality of cellular 
telephone switches associated with telephone networks 
deployed in different geographic regions, said tele- 
phone networks having different types of said raw 
cellular telephone call information based on different 
types of cellular technology deployed in said different 
geographic regions, said raw cellular telephone call 
information being previously downloaded by service 
control points for said telephone networks associated 
with ones of said cellular telephone switches, and said 
periodically retrieving step being performed by said 
computer system at a service management system for 
said telephone networks, said service management sys- 
tem being in communication with each of said service 
control points to periodically receive said raw cellular 
telephone call information; 

converting, at said service management system, said raw 
cellular telephone call information retrieved from said 
service control points to a second format of information 
customized for summarizing said raw cellular tele- 
phone call information; and 

storing said second format of information in a central 
database of said service management system, said 
central database being accessible by a plurality of users 
over a computer network. 

10. The computer readable medium of claim 9 comprising 
instructions which when executed by a computer system 
convert NNBR data to a second format used in displaying 
the informational content of the NNBR data to a user. 

11. The computer readable medium of claim 10 compris- 
ing instructions which when executed by a computer system 
retrieve second cellular call information from an external 
database source, not associated with switch, and storing the 
second cellular call information in the second format in the 
central database. * 

12. A method, operable from a service management 
system of a telephone service company, for providing access 
to cellular telephone data from cellular telephone networks 
of said telephone service company, said cellular telephone 
networks being deployed in different geographic regions and 
in communication with said service management system, 
said cellular telephone networks having different types of 
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said cellular telephone data based on different types of 
cellular technology deployed in said different geographic 
regions, said cellular telephone data being associated with 
cellular telephone calls, and said method comprising: 

periodically receiving, at said service management 5 
system, data representing a set of calls within said 
cellular telephone networks; 
consolidating said data in a central database of said 

service management system; 
filtering said consolidated data based on said predeter 

mined search criteria; and 
permitting a user access to said filtered data. 

13. The method of claim 12 wherein the step of periodi- 
cally receiving data representing calls within a cellular 15 
telephone network includes: 

storing the received data in at least one temporary storage 
component. 

14. The method of claim 12 wherein: 

the method further comprises establishing said predeter- 20 
mined search criteria to include an area information 
criterion, a tools criterion, and a reports criterion; and 

the step of filtering includes selecting portions of said 
consolidated data responsive to one of said area infor- 
mation criterion, said tools criterion, and said reports 
criterion. 

15. The method of claim 12, wherein the step of permit- 
ting access to the filtered data includes: 

selectively providing a set of reports, each report indicat- 3Q 
ing at least one service aspect associated with said 
cellular telephone networks, said set of reports includ- 
ing an authentication report, a regional report, and a 
global report. 
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16. A telephone service company that consolidates cellu- 
lar telephone data comprising: 

a plurality of telephone networks deployed in different 
geographic regions, said telephone networks producing 
different types of cellular telephone data based on 
different types of cellular technology deployed in said 
different geographic regions, each of said telephone 
networks including: 

cellular service switching points configured to generate 
cellular telephone data in a first format, said cellular 
telephone data pertaining to cellular calls routed 
through said cellular service switching points; and 
a service control point in communication with each of 
said cellular service switching points and configured 
to automatically download said cellular telephone 
data collected at said cellular service switching 
points at predetermined time periods and store said 
downloaded cellular telephone data in said first for- 
mat to files in a download database of said service 
control point; and 
a service management system in communication with 
each said service control point for each of said tele- 
phone networks, said service management system 
being configured to initiate a search of said cellular 
telephone data stored in said download database to 
retrieve selected files of said cellular telephone data, 
said service management system being further config- 
ured to store said selected files of said cellular tele- 
phone data in a second format in a central database that 
is customized for display of reports that summarize said 
cellular telephone data collected from said cellular 
service switching points. 
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